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BlackBerry Dynamics Network  Operation Center server 
addresses 

 

Some access to servers in the BlackBerry Dynamics Network Operation Center (NOC) is 
generally required by BlackBerry Dynamics components. 

On-Premises Deployment 

In an on-premises deployment, access to the following server ports is required by 
BlackBerry Dynamics components. 

Address and Port Accessed by: Access required: 

bxcheckin.good.com:443 Mobile device For Mobile Device 
Management 

bxenroll.good.com:443 Good Control For Mobile Device 
Management 

gdentgw.good.com:443 Good Proxy Always 

gdmdc.good.com:443 Good Control 

Good Proxy 

Application server 

Always 

Always 

For Push Channel service† 
via the NOC access point 

gdmdc.good.com:49152 BlackBerry Dynamics 
application 

When low ports‡ are not in 
use 

gdmdc.good.com:443 BlackBerry Dynamics 
application 

When low ports‡ are in use 

gdrelay.good.com:443 Good Proxy Always 

gdrelay.good.com:15000 BlackBerry Dynamics 
application 

When low ports‡ are not in 
use 

gdrelay.good.com:443 BlackBerry Dynamics 
application 

When low ports‡ are in use 

gdweb.good.com:443 Good Control 

Good Proxy 

BlackBerry Dynamics 
application 

Always 

Always 

Application entitlement 

For details on how to use the Push Channel service†, see the SDK reference documentation. 
 

For details of low ports‡ usage, see BlackBerry Dynamics Application Connection, 
below. Note that the same access is required whether or not Direct Connect is in 
use. 

https://developers.blackberry.com/us/en/resources/api-reference.html?fileName=interface_g_di_o_s.html&docType=api


BlackBerry Dynamics Network Operation Center server addresses 2 of 3  

BlackBerry Cloud Deployment 

The BlackBerry cloud is an option for BlackBerry Dynamics deployment in which BlackBerry 
Control servers are hosted in the NOC. In a BlackBerry cloud deployment, mobile 
applications, desktop applications, and application servers require access to all the servers 
and ports listed above, for an on-premises deployment. 

 
In addition, the following access is required. 

 

 
gdcloudgc.good.com:49160 BlackBerry Dynamics 

application 
Always 

 
 

 

IP Addresses 

The servers in the NOC to which BlackBerry Dynamics components require access have IP 
addresses in the following ranges. 

 

206.124.114.1 through 206.124.114.254 (206.124.114.0/24) 
206.124.121.1 through 206.124.121.254 (206.124.121.0/24) 
206.124.122.1 through 206.124.122.254 (206.124.122.0/24) 

 
This includes BlackBerry Control servers for cloud deployments. 

 
Further IP address ranges may be added in future. This page will be updated when there 
are any changes to NOC IP address ranges. To be notified automatically, select to receive 
email notifications, or track this page, or use another automatic notification option. 

BlackBerry Dynamics Application Connection 

BlackBerry Dynamics application connections to the above servers could be made using 
any of the following: 

 

Mobile packet data connection of a physical device. 
Wi-Fi connection of a physical device, which could be via the enterprise LAN. 
LAN connection of a computer running a device emulator. 
LAN connection of a computer running a BlackBerry Dynamics desktop application. 

 
Selection of high or low port numbers for mobile application access to the gdrelay and 
gdmdc NOC servers can be made in the management console. This selection applies after 
initial activation, which is the first opportunity for the BlackBerry Dynamics runtime instance 
embedded in an application to retrieve enterprise configuration. 

 
BlackBerry Dynamics applications built with version 1.5.4179 or later of the SDK access the 
gdmdc server using the low port number during initial activation. BlackBerry Dynamics 
applications built with earlier versions use the high port number. 

Address and Port Accessed by: Access required: 
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Legal Notice 
This document, as well as all accompanying documents for this product, is published by 
BlackBerry Limited (“BlackBerry”). BlackBerry may have patents or pending patent 
applications, trademarks, copyrights, and other intellectual property rights covering the 
subject matter in these documents. The furnishing of this, or any other document, does not 
in any way imply any license to these or other intellectual properties, except as expressly 
provided in written license agreements with BlackBerry. This document is for the use of 
licensed or authorized users only. No part of this document may be used, sold, reproduced, 
stored in a database or retrieval system or transmitted in any form or by any means, 
electronic or physical, for any purpose, other than the purchaser’s authorized use without 
the express written permission of BlackBerry. Any unauthorized copying, distribution or 
disclosure of information is a violation of copyright laws. While every effort has been made 
to ensure technical accuracy, information in this document is subject to change without 
notice and does not represent a commitment on the part of BlackBerry. The software 
described in this document is furnished under a license agreement or nondisclosure 
agreement. The software may be used or copied only in accordance with the terms of those 
written agreements. The documentation provided is subject to change at BlackBerry’s sole 
discretion without notice. It is your responsibility to utilize the most current documentation 
available. BlackBerry assumes no duty to update you, and therefore BlackBerry 
recommends that you check frequently for new versions. This documentation is provided “as 
is” and BlackBerry assumes no liability for the accuracy or completeness of the content. The 
content of this document may contain information regarding BlackBerry’s future plans, 
including roadmaps and feature sets not yet available. It is stressed that this information is 
non-binding and BlackBerry creates no contractual obligation to deliver the features and 
functionality described herein, and expressly disclaims all theories of contract, detrimental 
reliance and/or promissory estoppel or similar theories. 

Legal Information 

(c) Copyright 2018 BlackBerry Limited. Trademarks, including but not limited to 
BLACKBERRY, DYNAMICS and EMBLEM Design are the trademarks or registered 
trademarks of BlackBerry Limited, its subsidiaries and/or affiliates, used under license, and 
the exclusive rights to such trademarks are expressly reserved. All other trademarks are the 
property of their respective owners. 
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